Winhex
Utilisé le 4/11/08 pour récupérer des mails effacés (=> fichiers écrasés), voir plus bas
http://www.x-ways.net/winhex/index-m.html

WinHex is a universal hexadecimal editor, particularly helpful in the realm of computer forensics, data recovery, low-level data processing, and IT security. An advanced tool for everyday and emergency use: inspect and edit all kinds of files, recover deleted files or lost data from hard drives with corrupt file systems or from digital camera cards. Features include: 

Disk editor for hard disks, floppy disks, CD-ROM & DVD, ZIP, Smart Media, Compact Flash, ... 

Powerful directory browser for FAT, NTFS, Ext2/3, and CDFS (shortly also ReiserFS and UDF) 

RAM editor, providing access to other processes' virtual memory 

Data interpreter, knowing 20 data types 

Editing data structures using templates (e.g. to repair partition table/boot sector) 

Concatenating and splitting files, unifying and dividing odd and even bytes/words 

Analyzing and comparing files 

Particularly flexible search and replace functions 

Disk cloning, with a specialist license also under DOS 

Drive images & backups (optionally compressed or split into 650 MB archives) 

Programming interface (API) and scripting (professional & specialist licenses only) 

128-bit encryption, checksums, CRC32, hashes (MD5, SHA-1, ...) 

Erase (wipe) confidential files securely, hard drive cleansing to protect your privacy 

Import all clipboard formats, incl. ASCII hex values 

Convert between binary, hex ASCII, Intel Hex, and Motorola S 

Character sets: ANSI ASCII, IBM ASCII, EBCDIC, (Unicode) 

Instant window switching. Printing. Random-number generator. 

Supports files >4 GB. Very fast. Easy to use. Extensive online help. 

WinHex est un éditeur hexa universel, un excellent outil pour la sécurité informatique et les expertises juridiques (recherche et collecte de preuves, analyse à fins légales/judiciaires/forensiques*). Utilisation quotidienne ou d'urgence: inspection ou édition des fichiers binaires, récupération de données effacées ou perdues sur disques corrompus. Les caractéristiques comprennent: 

Editeur de disque pour les disques durs, CD-ROM & DVD, ZIP, Smart Media, Compact Flash 

Navigateur de répertoire supportant FAT, NTFS, Ext2/3 et CDFS (shortly also ReiserFS and UDF) 

Editeur de RAM pour changer la mémoire virtuelle d‘un processus 

Interpréteur de données, connaît 20 types de données 

Editer avec des formulaires (p.e. les partitions, secteurs de boot, ...) 

Enchaînement, partage, analyse et comparaison des fichiers 

Fonctions flexibles pour des recherches et des remplacements 

Cloner et sauvegarder des disques. Licence spécialiste: aussi clonage sous DOS 

Programming Interface (API) et scripts (licence prof. et spécialiste seulement) 

Programme performant de retour en arrière en cas d‘erreur 

Algorithmes de codage (128-bit) et de hachage à sens unique (MD5, SHA-1, ...) 

Effacement irréversible des fichiers confidentiels/privés 

Importation de tous les formats presse-papiers 

Formats des conversions: Binaire, Hex ASCII, Intel Hex, et Motorola S 

Jeu des caractère: ASCII ANSI, ASCII IBM, EBCDIC, (Unicode) 

Changement de fenêtre immédiat; impression; génération de nombres au hasard 

Très rapide et facile à utiliser. Aide complète incluse.
______________________________________________________________
Je l'ai utilisé pour récupérer ma liste de choses à faire, rangée dans mes brouillons de mail, et que j'avais effacée plusieurs jours auparavant sans m'en rendre compte. Le fichier en question 


\GT\mail\mailThunderbird\Mail\Local Folders\Drafts

existait donc toujours, mais depuis plusieurs jours les différentes versions ne contenaient plus les données manquantes.

Les programmes de restauration de fichiers me retrouvaient la version actuelle du fichier.

J'ai donc scanné le contenu de la partition I: dans laquelle je recopie l'ensemble de mes données une fois par semaine environ. Donc il y a sur cette partition moins de mouvements de fichiers, et donc les bouts de données épars sur la partition avaient moins de chance d'avoir été écrasés que sur mes partitions de travail sur lesquelles il y a des écritures et des effacements incessants.

Avec Winhex, j'ai ouvert la partition I (voir dans l'aide manual.pdf comment faire, page 68, § 6.4 Manual data recovery), et recherché une chaine de caractère non accentuée caractéristique (en l'occurrence: "ceinturon"). J'ai récupéré 6 fichiers. Une fois que la recherche s'arrête sur la chaine, remonter au début du présumé fichier (si on a la chance que le début existe encore), sélectionner jusqu'à la fin du présumé fichier, puis Edit > Copy block > Into new file.

Puis faire le tri des fichiers récupérés.

______________________________________________________________

Il existe une méthode beaucoup plus simple, mais que je n'ai pas eu l'occasion d'essayer.

Il est aussi possible de récupérer automatiquement des fichiers encore présents sur le disque en utilisant la fonction "File Recovery by Type" de Winhex. Winhex cherche sur le disque les fichiers à partir des entêtes de fichiers, qui sont typiques de la plupart des types de fichiers courants

Voir:

http://www.google.fr/search?q=winhex+powerpoint+"File+Recovery+by+Type"

Mieux encore: lire la doc, pages 66 et 67

http://www.winhex.com/winhex/manual.pdf

Reproduites ci-dessous

6.2 File Recovery by Type/File Header Signature Search

Data recovery function in the Disk Tools menu, and also a strategy to find previously existing files as part of the Refine Volume Snapshot command. This recovery method is also referred to as “file carving”. It searches for files that can be recognized by a characteristic file header signature (a certain sequence of byte values). Because of this approach, File Recovery by Type does not depend on the existence of functional file system structures. When found based on the signature, the files are saved to the output folder that is specified by the user (File Recovery by Type) or merely listed in a virtual directory of the volume snapshot (File header signature search). Optionally, recovered files of each type are put into their own subfolder (...\JPEG, ...\HTML, etc.). Note that File Recovery by Type assumes contiguous file clusters, so produces corrupt files in case the files were originally stored in a fragmented way. A log file "File Recovery by Type.log" about the selected parameters and the recovery results is written to the output folder for verification purposes.

Since no use is made of a possible presence of a (consistent or damaged) file system, the original file sizes are principally unknown to this algorithm, and so are the original filenames. That is why the resulting files are named generically according to the following pattern: Prefix#####.ext. "Prefix" is an optional prefix you provide. #####" is an incrementing number per evidence object. "ext" is the filename extension that corresponds to the file header signature according to the file type definition. The output filename prefix may optionally contain a placeholder "%d", which will be replaced by the drive name. This is useful if you apply File Recovery by Type to multiple drives at a time and wish to be able to easily distinguish files from different drives.

With a specialist license or higher: Exif JPEG files are optionally automatically named after the digital camera model that created them and their internal time stamp, if available. Many Windows Registry files are given their original names. Thumbs.db files are automatically named thumbs.db. The aforementioned prefix is not used in conjunction with original filenames.

The internal algorithm tries to determine the original size of JPEG, GIF, PNG, BMP, TIFF, PSD, CDR, AVI, WAV, MOV, MP4, 3GP, M4V, M4A, ASF, WMV, WMA, ZIP, RAR, 7Z, TAR, MS Word, MS Excel, MS PowerPoint, RTF, PDF, HTML, XML, XSD, DTD, PST, DBX, AOL PFC, Windows Registry, Prefetch, SPL, and EML files by examining their data structure. The corresponding entries in the file type definition database must not be altered in order for the size and type detection to work for these file types. For files about whose original size the algorithm has no idea, the files are recovered at the exact default file size specified by the user in KB. Be generous when specifying this size because whereas files recovered "too large" can still be opened by their associated applications, prematurely truncated files however often can't be as they are incomplete. The attempt to detect the original size of files of certain types is limited by a maximum size, which is a user-supplied multiple of the default file size.

Technically it is possible to select as many file types for simultaneous recovery as you like. However, if you e.g. recover MS Office and AVI files at the same time and the MS Office files you expect are around a few KB and the AVI files around a 1 GB in size, using a single global default file size would not be a good idea. That's why optionally you can define individual default sizes for each file type in the file type definition database, which if exist optionally have priority over the global default file size specified in the dialog window.

File headers can be searched only at cluster boundaries, as the beginning of a cluster is the only place where a file can start in a cluster-based file system. However, you may also select to search for sector-aligned file headers. This is a good compromise, the default setting, the most optimized algorithm, and useful to find files from a previously existing volume with a different cluster layout. If performed on a physical medium or raw file with no cluster layout defined, WinHex searches at sector boundaries anyway if cluster boundaries are selected. There is yet another possibility, a thorough byte-level search. This is necessary when recovering files from backup files or tapes, or JPEG files from within MS Word documents, where they are not aligned at cluster or sector boundaries. This comes at the cost of a possibly increased number of false positives, though, misidentified file signatures occurring randomly on a media, not indicating the beginning of a file.

You may limit the scope of the recovery to a currently selected block if necessary and/or to allocated or unallocated space (option available on a logical drive or volume). E.g. in order to recover files that were deleted, you select to recover from unallocated space only. Files that are not accessible any more because of file system errors may still be stored in clusters that are considered as in use.

The option "Ext2/Ext3 block logic" causes this recovery method to deviate from the standard assumption of no fragmention in that it will follow the typical Ext block pattern, where e.g. the 13th block from the header of the file is considered an indirect block that references the following data blocks. This option has no effect when applied to partitions that WinHex knows have a file system other than Ext2 and Ext3 or when a header is found that is not block-aligned.

The effects of NTFS compression on file data can optionally be compensated for in a file header signature search (forensic license only), in many cases successfully. If the signature of an NTFS-compressed file is found, the file will be marked as compressed, and an attempt will be made to decompress the file “on the fly” when needed with a sophisticated algorithm that can even decompress files that consist of multiple compression units.

When searching for MPEG file signatures at sector boundaries, the internal algorithm ensure that no overlapping MPEG fragments and no MPEG fragments in the middle of known MPEG files will be output/listed. This is useful because the MPEG signature occurs throughout MPEG files, not just at the start.

______________________________________________________________

